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Abstract

In this paper, a new method for embedding secret information into colored images is proposed and
developed. The primary objectives of this method are to ensure its robustness, maintain the visual
quality of the image, and allow for the embedding of a larger volume of secret information without
noticeable degradation. To achieve these goals, the method employs the Scale-Invariant Feature
Transform (SIFT) technique, which is used to address the robustness issue. SIFT helps ensure that
the method can effectively withstand various image transformations, such as scaling, rotation, and
changes in lighting conditions.

While SIFT provides strong robustness against geometric and photometric transformations, its
public nature also poses a potential vulnerability. Since the algorithm and its outputs are widely
known, adversaries can leverage the same technique to identify embedding regions, reducing the
search area for steganalysis. To address this limitation, future approaches can enhance security by
incorporating randomized keypoint perturbation, secret-key-based selection methods, or
combining SIFT with other transformation-resistant embedding strategies.

By leveraging this approach, the method not only guarantees the preservation of key image
features but also facilitates the secure embedding of secret data, thus improving the overall
efficiency of steganographic processes in colored images.
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Introduction

Today, the majority of multimedia content circulating on global computer networks and
social media consists of colored, digital images. The use of colored images in this field is still in its
developmental stages. It is also important to note that the application of colored images in
steganography holds significant potential.

The structure of colored images allows for the embedding of a larger volume of secret
information, while simultaneously ensuring the preservation of visual quality. When studying
algorithms for hiding secret information in colored images, it becomes evident that the issue of
robustness has not been sufficiently explored.

In colored images, keypoint pixels and their descriptors can be identified using the SIFT (Scale-
Invariant Feature Transform) method. To ensure invariance, the following transformations are
employed. Let us take a closer look at these transformations.
Rotations
Scaling (the same object may appear at different sizes in different images)
Changes in brightness
Changes in the camera's position (orientation).

To identify or detect keypoints, the Gaussian transform and Difference of Gaussians are
used.
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Although previous methods have used various color channels, the blue channel is selected
in this research due to its low visibility to the human eye. Studies in visual perception show that
the human eye is less sensitive to intensity changes in the blue spectrum [20, p.56-70]. This makes
the blue channel a preferable option for embedding data that must remain imperceptible.
Moreover, statistical steganalysis tools detect anomalies less effectively in the blue channel.

Research indicates that the human eye can perceive color values in the range of 400 nm
(nanometers) to 700 nm. The color blue, however, falls between 400 nm and 500 nm, which is the
first segment of the visible spectrum. Therefore, compared to other colors, blue is the least
noticeable when changes are made. If the blue channel is used to hide secret information bits, it
becomes significantly harder for malicious parties to detect the secret data (Figure 1).

In addition, recent works by Azerbaijani researchers have contributed to the development
of secure steganographic techniques. For example, studies have explored the use of covert
channels in applications like WhatsApp through graphic file formats and steganographic software
developed for Windows and Android platforms [15, p.32-35]. Other research has proposed an
improved method, such as a modified Least Significant Bit (LSB) technique using two graphic
files to enhance reliability [6, p.1-10]. Such contributions play a crucial role in forming a localized
research context.
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Fig 1. Electromagnetic Spectrum

In Figure 1, three color schemes and gamma rays, X-rays, ultraviolet rays, infrared rays,
radar, and radio waves are shown. The figure demonstrates that the blue color channel indeed falls
within the 400 nm to 500 nm range. Based on this, our goal is to embed secret information bits
within this channel.
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Fig. 2. Graph of the RGB Color Scheme

In the proposed secret information embedding algorithm, the secret information bits are
hidden in the blue channel of the container image, specifically in the pixels selected by the SIFT
algorithm. The SIFT algorithm is used to identify keypoint features in the image [5, p.130-134].
The SIFT algorithm also provides features that can be used for tasks such as object or scene
recognition, 3D structure modeling, motion tracking, and comparison between images.
Furthermore, it detects and extracts local features from images. Features extracted using the SIFT
method are invariant to rotation, scaling, and illumination, making it useful for tasks such as scene
modeling, recognition, and tracking [13, p.1-19].
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Related work

In recent years, a large portion of the global population has been communicating with each
other through e-mail, social networks, etc. The majority of these communications are accompanied
by images. This, in turn, leads to the rapid development and corresponding use of image
steganography. Recently, more well-known and widely spread steganographic methods are
characterized by newly developed techniques. Image steganography is a modern field of
information technology science that ensures the hiding of secret information within digital images
(17, p.98-104, 8, p.3236-3246, 2019, 16, p. 647-654). Due to its advantages, image steganography
has become more widespread compared to other methods. In image steganography, the process of
embedding information involves using digital images as containers, which also act as carriers of
the hidden information. The container must be chosen very carefully, as the effectiveness of the
stego-system directly depends on the characteristics of the image [1, p.727-752]. Special methods
for using digital images as containers have been developed [3, p.42-51, 9, p.94-103]

For this purpose, various statistical characteristics of images are compared, and samples are
selected to ensure higher quality of the stego-image, the embedding of larger volumes of secret
information, better visual quality indicators, and higher robustness. If a third party (attacker) has
no knowledge of the transmitted information and does not suspect the existence of the hidden
information, the communication system can be considered of high quality. Additionally, various
technologies for improving the quality of containers have been developed and are used. One of
these is the interpolation method for images.

Image steganography, after embedding the information into a digital image, results in the
conversion of the image into a stego-image. The stego-image is then transmitted via an open
communication channel to reach its destination. Information hiding algorithms may involve either
the recovery or corruption of the container. In the first case, depending on the type of algorithm
used, the secret information is extracted from the stego-image using either a stego-key or without
one, and the container image returns to its original state. In the case of corruption, when the secret
information is extracted from the stego-image, the container image becomes corrupted, i.e., it
becomes unusable. Algorithms that allow for the recovery of the container are widely used [2, p.1-
24,11,p.102-112, 12, p.499-511, 21, p.553-562]

If the extraction of confidential information is not required in steganographic systems, such
systems are considered blind stegosystems. The attack phase is carried out by a malicious actor
when an anomaly is detected in the communication channel. The objectives of the adversary can
vary in nature.

Attackers can be classified as either passive or active. The aim of a passive attacker is to
detect the presence of hidden confidential information within the transmitted file. In contrast, an
active attacker seeks to decrypt, disrupt, or damage the concealed information. A considerable
number of scientific articles have been published in foreign literature concerning steganography.

Among these, a comprehensive review dedicated to steganography was prepared by Abbas
Cheddad et al. [1, p.727-752], in which algorithms and methods related to digital images were
extensively discussed.

In another work by Mehdi Huseyn et al., a broad overview of steganographic algorithms
within the domain of spatial techniques in recent years was provided. The fundamental differences
between cryptography, steganography, and watermarking were examined, and the architecture of
steganographic systems based on various container formats was presented. A comparison of
existing hiding algorithms was illustrated, highlighting their respective advantages and limitations.
Furthermore, commonly used steganographic performance metrics, including steganalysis attacks,
were discussed.

An overview of widely used digital image-based steganographic methods is provided in [1,
p.727-752], and important formats using two categories of significant images are discussed. In
many cases, before embedding secret information in image steganography, the cover image is
processed using certain methods. One such method, widely used recently, is the Scale Invariant
Feature Transform (SIFT) algorithm.
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Proposed approach

In the proposed algorithm, the secret information bits are hidden in the pixels of the blue (B)
channel of the RGB (Red, Green, Blue) color scheme container image by identifying key points
using the SIFT algorithm. The secret information bits are then embedded at the identified key
points. The randomness of embedding the secret information bits enhances the visual and security
quality of the algorithm.

Confidential information bits are considered secure from a security perspective because they
are hidden not in any arbitrary pixel or consecutive selected pixels in the blue channel of the color
image, but in key point pixels determined by the SIFT algorithm. When hiding confidential infor-
mation bits in the container image's specific pixels, it is intended that the information be converted
into an octal number system before being embedded in the container image. This is because if
confidential information bits are selected based on the octal number system, we would be
embedding more confidential information bits compared to hiding them using binary number
system-based algorithms. In the proposed algorithm, the sequence in which confidential
information bits are embedded into the key point pixels determined by the SIFT algorithm is as
follows.

Step 1: Key point pixels are detected using the SIFT algorithm.

Step 2: Among the identified key point pixels, those located in the blue channel are selected.

Step 3: Since the secret information bits are intended to be embedded in octal (base-8) form,
the remainder obtained by dividing the pixels—determined according to formula (1) of the
proposed algorithm—by eight is calculated.

n=p, mod8 ()

Here, 7 the pixel refers to that of the container image.
Step 4: The remainder value " obtained in Step 3 is converted into binary form.
n, — né.
Step 5: A number of secret information bits equal to the total number of ones and zeros in the
obtained binary sequence are selected.
Step 6: The selected secret information bits are converted into the octal number system.
n, >d,
Step 7: In accordance with Equation (2), the obtained value is added to the pixel of the
container image.

Sy' :pi,j+d8 (2)

Here, 5 denotes the stego-image pixel, and d*represents the secret information bit converted
into the octal number system. Thus, the secret information bits are embedded into the container
image.

Extraction of Secret Information Bits from the Stego-Image

To extract the secret information bits from the stegoimage, the following steps are performed
in sequence:

Step 1: The receiver re-applies the SIFT algorithm to detect key points in the container image.

Step 2: The key point pixels that fall within the blue channel are identified.

Step 3: The SIFT algorithm is then applied to the stego-image to detect its key points.

Step 4: The corresponding pixels located in the blue channel are identified.

Step 5: The key point pixels identified in the blue channel of the container image are
subtracted from those identified in the blue channel of the stegoimage, in accordance with equation

(3).
M =S, j)- PG, ) (3)

Here, M denotes the secret information bits, S )represents a specific pixel from the stegoimage,
and £CJ)) corresponds to the same pixel from the container image.
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Step 6: The values obtained from the difference between 8. 7) and PUJ) are converted into
binary form, and the resulting bit sequences are concatenated. Thus, the secret information bits are
successfully retrieved.

Experimental results

To ensure the accuracy of the experiments, the color standard images used in the compared
algorithms were examined. In this algorithm, the secret information bits are embedded into the
pixels selected by the SIFT algorithm in the blue channel of the color image.

Investigation of Similarity Degree, Between the Container and Stegolmages and the Volume of

Hidden Secret Information

The degree of similarity between the two compared digital images is determined. Since no
detailed explanation is required for this, it is provided briefly. To measure visual quality, the
PSNR (Peak Signal-to-Noise Ratio) metric was used.

The comparison of the proposed algorithm with other existing algorithms is given in table 1.
The test results for the images, i.e., the PSNR difference values between the container image and
the stegoimage, as well as a comparison of the proposed algorithm's PSNR and the volume of
secret information bits (HC) embedded in the stegoimage with the newer algorithms developed in
recent years, are presented.

Table 1. Comparison of quality indicators of stego images

Input Quality (Yong-qing | (Malik A., | (Jana B., Proposed
Images Metrics C.etall, et all, et all, Algorithms
2020)a 2018) 2015)
Lena | PSNR (dB) 34,18 31,93 38,25 41,03
HC (bits) 369715 144887 223031 464744
Baboon | PSNR (dB) 24,69 22,85 35,85 40,43
HC (bits) 651710 187141 273235 663791
Barbara | PSNR (dB) 32,84 30,26 32,24 43,08
HC (bits) 334328 151269 241232 423719
Peppers | PSNR (dB) 32,82 30,42 35,12 39,32
HC (bits) 374589 144177 232563 399511
Average | PSNR (dB) 30,62 29,05 32,31 40,96
HC (bits) 382087 189544 262157 487941

The average quality metrics for the tested images are HC = 40.96 and PSNR = 44.65. From
the table, it is evident that when a larger volume of secret information bits is embedded in the
proposed algorithms, higher similarity values (PSNR) are achieved between the container image
and the stegoimage compared to the other algorithms. After embedding a large volume of secret
information bits, achieving high similarity between the container and stego-images can be
considered an advantage of the proposed algorithms.

Moreover, the high PSNR value in the proposed algorithm further demonstrates that when
a large number of secret information bits are embedded in the blue channel, visual quality is
preserved.

In addition to PSNR values, histogram steganalysis is used for a more precise evaluation of
the comparison between the input image and the stegoimage, as well as to assess the robustness of
the algorithms.
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Fig 3. The dependency of embedded secret data bits on the characteristics of various images

Histogram Analysis of the Proposed Method

Histogram is a measure of the frequency of each element in the data space. This widely
used statistic is frequently employed in fields such as digital image security, computer vision, and
image processing. To generate a histogram, an array of 256 elements, initially set to zero, is
defined (this number may vary depending on the bit depth of the image). Each pixel of the digital
image is scanned, and the value of the corresponding element in the array is incremented by one.
Below is an example of an image and the histogram plot of its gray scale levels.

Histogram steganalysis has been performed on the reference image and stegoimages.
Below, the histograms of the container image (Figure 3) and the stegoimage (Figure 4) for the blue
color channel are shown. The histograms of other compared images are provided in the
appendices.

All the compared images exhibit almost identical histograms. This further proves that the
detection of the presence of secret information is nearly impossible. The displayed histograms
ensure the effective verification of the stego-images, and no significant changes are observed when
compared to the container image histograms.
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Fig. 5. Stego-image and the histogram of the blue channel of the stego-image

In the histogram, the change in pixel values can be easily understood through the histogram
difference, based on how many pixels are included with specific color values.
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Fig. 6. Container image and stego-image of Peppers
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Fig. 7. Histogram of the container image (a), histogram of the stegoimage (b).
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Fig. 11. Histogram of the container image (a), histogram of the stegoimage (b).

Conclusion and future work

In this algorithm, key point pixels are first identified in the blue channel of the color image using
the SIFT algorithm. The use of the SIFT algorithm enhances security in the proposed method. The
selection of the blue channel for embedding secret information makes it more challenging to visually
detect the hidden data in the stegoimage. Next, the secret information bits are embedded into the
container image using the new algorithm. Unlike traditional methods, the octal number system is used
during the embedding process, and the stegoimage is generated. In this case, the number of selected bits
is higher compared to other steganography algorithms. According to experimental analysis, the
algorithm has been proven to meet the quality metrics requirements and to be resistant to many
stegoattacks.

From the above, it can be concluded that the proposed secret information hiding algorithm for
color images provides a stegoimage with better visual quality and robustness compared to other
algorithms in the literature, as well as the ability to hide a larger volume of secret information bits.

In a future works are planned to develop methods that will provide more higher PSNR.
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RONGLI SOKILLORDO MOXFi MOLUMATLARI GIZLOTMONIN YENi USULU

Obabil Nagiyeva
Azarbaycan Texnologiya Universiteti

Xiilasa

Bu moqalods gizli molumatlarin rongli sokillora daxil edilmasi tiglin yeni tisul toklif edilir vo tisul
inkisaf etdirilir. Bu metodun osas maqgsadlori onun etibarliligini tomin etmok, tosvirin vizual
keyfiyyotini vo keyfiyyotdo nozoracarpacaq dorocodo pislosmodon daha boyilik hocmdo gizli
molumatt daxil etmok qabiliyyatini qorumaqdir. Bu moqsadlore nail olmaq {i¢lin metod
etibarliliq problemini hall edon miqyasda doyismoyon xiisusiyyat transformasiyasindan (SIFT)
istifado edir. SIFT metodun miqyaslagdirma, firlanma vo doyison isiqlandirma soraiti kimi
miixtolif goriintli ¢evrilmoloring effektiv sokildo miigavimot gdstormasini tomin edir.

SIFT hondosi vo fotometrik c¢evrilmolora yiiksok mohkomlik tomin etso do, onun iimumi
movcudlugu da potensial zoifliklor yaradir. Alqoritm vo onun noticolori hamiya molum
oldugundan, tocaviizkarlar steqanaliz {i¢lin axtarig yerini azaldaraq, yerlosdirmo bdlgalorini
miioyyan etmak ii¢lin eyni tisuldan istifado edo bilorlor. Bu mohdudiyyati aradan qaldirmaq ii¢iin
galacok yanasmalar asas noqtolorin tasadiifi pozulmasini, gizli agara asaslanan se¢im metodlarini
daxil etmoklo vo ya SIFT-ni diger transformasiyaya davamli yerlosdirma strategiyalart ilo
birlagdirmakls tohliikesizliyi artira biler.

Bu yanasmadan istifado etmoklo, metod tokco osas tosvirin xiisusiyyotlorinin qorunub
saxlanmasini tomin etmir, hom do gizli malumatlarin tohliikasiz daxil edilmasini asanlasdirir vo
bununla da rongli tosvirlords steqaqrafik proseslorin imumi somarsliliyini artirir.

Acar sozlor: rogomsal steqanoqrafiya, SIFT, tosvir steqanoqrafiyasi, melumatlarin gizlodilmasi,
moxfi molumat

HOBBI METO/] CKPBITHSI KOHOUJIEHIIMAJIBLHON MHO®OPMALINH B
IBETHBIX N30BPAKEHUSX

Ab6abunp Haruena
AzepbaiipKaHCKUH TEXHOJIOTMYECKUN YHUBEPCUTET

AHHOTAIIUSA

B nanHOW cTathe TpemWIONKEH H pa3padoTaH HOBBIM METOJ BCTpPAaWBAaHHS CEKPETHOU
nH(pOpMaMM B IBETHBIE W300paxkeHUs. OCHOBHBIMH IICJISMH JAHHOTO METOMA SIBJISIFOTCS
o0ecrieueHHe €ro HaJeKHOCTH, COXpaHCHHE BH3yallbHOTO KadyecTBa HM300paKEHHUS U
BO3MOJKHOCTh BCTpauMBaHUsl OOJBIIETO 00beMa CEKpeTHOW wuHopmarmu 0e3 3aMeTHOTO
yXyIIIeHUs KadecTBa. JJiss JOCTHKEHHSI ATHX IIeJIel B METO/IE UCTIOIb3yEeTCsS METO]] MaCIITaOHO -
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WHBapHaHTHOTO MpeobOpaszoBanus npusHakoB (SIFT), koTopslil pemaet npodiemMy HaJIEKHOCTH.
SIFT rapantupyer, 4uro MeToJ 3(PPEKTHBHO NPOTUBOCTOUT PA3IUYHBIM MPeoOpa3OBaHUSIM
n300pakeHui, TAKMM KaK MacIiTaOupoBaHuE, IOBOPOT U U3MEHEHHE YCIOBUI OCBEICHUS.

Xots SIFT oOecreynBaeT BBICOKYIO YCTOMUHMBOCTh K T€OMETPUYECKHM H (POTOMETPUYECKUM
npeoOpa3oBaHUsIM, €ro OOIIEAOCTYMHOCTh TAaKXKE CO3/aeT IOTEHUUAJIbHYIO YSI3BUMOCTD.
[TockoynbKy aIrOpuTM U €ro pe3yibTaThl HIMPOKO W3BECTHBI, 3JIOYMBIIUIEHHUKH MOTYT
UCIIOJIB30BaTh TOT K€ METOJ JJsi OIlpejaeseHus oOnacTeil BcTpauBaHMs, COKpalias 00J1acTh
IIOMCKa JAJs CTeroaHanu3a. sl yCcTpaHeHHs 3TOrO OrpaHMdeHHs Oyaylue MOAXOAbl MOTYT
MOBBICUTh O€30MACHOCTh 32 CUET BKIIOUEHHS PAaHIOMH3UPOBAHHOTO BO3MYIIEHHS KITFOUEBBIX
TOYEK, METOJIOB BBIOOpAa Ha OCHOBE CEKpeTHOro kitodya miau couetanusa SIFT ¢ npyrumnm
CTpaTerusiMU BCTpanuBaHUsl, yCTOWYUBBIMH K IPE0Opa30BaHUSIM.

Hcnonb3ys 3TOT MOAX0/, METOI HE TOJIBKO rapaHTHPYeT COXpaHEHHUE KITIOUYEBBIX XapaKTePUCTHK
M300pakeHus1, HO U crocoOCTBYET 0€30MacHOMY BCTPAMBAHUIO CEKPETHBIX JAHHBIX, TEM CAMbBIM
MOBBILIAs 0011y10 3PPEKTUBHOCTh CTEraHOIPAPUUECKUX IPOIECCOB B IIBETHBIX U300pa’KEHUSX.

Kurouessblie ciaoBa: nudposas creranorpagus, SIFT, creranorpadust n3o0paxeHuii, COKpbITHE
JaHHBIX, CEKpeTHast UHpOpMaLHs

Moqals daxil olub: Tokrar islonmoaya gondarilib: Capa gabul olunub
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